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Executive Summary

WannaCry is a ransomware worm that targets Windows OS. Once launched,
it encrypts files on the computer, changes the desktop wallpaper to indicate
the successful infection of the machine, and presents a software interface
displaying a ransom note. The ransom note provides instructions on where
to send the Bitcoin payment in order to regain access to the encrypted files.

Additionally, WannaCry possesses persistence mechanisms, enabling it to
remain on the target machine even after a reboot, and worm capabilities,
allowing it to attempt the spread to other IP addresses.

It is important to note that this malware includes a killswitch mechanism.
When successfully connected to a specific URL, the malware doesn’t
execute its malicious actions.

YARA signature rules are attached in Appendix A.
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High-Level Technical Summary

File name Ransomware.wannacry.exe

md5 db349b97c37d22f5ea1d1841e3c89eb4

sha1 e889544aff85ffaf8b0d0da705105dee7c97fe26

sha256 24d004a104d4d54034dbcffc2a4b19a11f39008a575aa614ea047
03480b1022c

This particular sample of WannaCry is distributed as a 32-bit executable file
and requires administrative privileges to execute its malicious actions.

As a first step, it attempts to establish a connection with the URL
“hxxp[://]www[.]iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea[.]com“. If it
receives a response from this domain, the malware terminates its routine and
remains inactive. Essentially, it acts as a kill-switch.

If the domain is unreachable. (e.g. it doesn’t exist), the program proceeds to
execute its main function. This involves unpacking additional executables
hidden within the file, one of which is an encryptor. Utilizing the Microsoft
Enhanced RSA and AES Cryptographic Provider libraries, this encryptor
encrypts the files on the targeted machine.

Subsequently, the malware changes the desktop wallpaper, replacing it with
an image containing a message that explains the successful infection and
provides instructions for recovery.

Additionally, it installs a decryptor program on the desktop, which is executed
shortly after the infection. The decryptor program includes the ransom note
and instructions on how to make the ransom payment and decrypt the files
on the system. The program also displays two timers, indicating the deadlines
for the ransom amount to double and the final deadline to pay the ransom
and recover the files.

In terms of its worm capabilities, this malware initiates multiple connections
to various IP addresses on port 445, which is commonly used for the SMB
protocol. It exploits the EternalBlue vulnerability to propagate its infection.
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Malware Composition

This WannaCry sample consists of the following components:

Ransomware.wannacry.exe
This is the initial executable that is executed when clicked or launched.

Unpacked executables
There’s an executable found inside the resources section of the original
executable, and additional executables within it.

PKZIP file
Contained inside the unpacked executable, there’s a password protected zip
file. It contains a folder named "msg" that appears to contain translations of
the ransom note. Additionally, the zip file includes two executables (taskdl.exe
and taskse.exe) along with supplementary files..

Ransomware.wannacry.exe - Jul 2023 - v1.1 - https://www.harpocrat3s.com



Basic Static Analysis

The basic static analysis of the sample was conducted using FLOSS, capa, and
PEStudio. Each program's unique characteristics were utilized to gather
comprehensive information about the sample.

During the analysis, several strings were identified that exhibited indications
of potentially malicious activity:

WanaCrypt0r name of the malware itself

icacls . /grant Everyone:F /T /C /Q command-line command used to
change control access to files and
folders

attrib +h . command used to set the current
folder as “hidden”

Microsoft Enhanced RSA and AES
Cryptographic Provider

cryptography capabilities

hxxp[://]www[.]iuqerfsodp9ifjaposdfj
hgosurijfaewrwergwea[.]com

the (defanged) URL

taskdl.exe
taskse.exe
diskpart.exe
lhdfrgui.exe

some filenames

C:\%s\qeriuwjhrf suspicious folder name

WriteFile
CreateFileA
CreateProcessA

examples of API calls found in the
sample

str_%s -m securit_00431330r command (part of it)

u.wnry one of many .wnry file names

13AM4VW2dhxYgXeQepoHkHSQuy6
NgaEb94

The bitcoin wallet used in this
sample, found by searching through
the strings after getting the wallet
address during the basic dynamic
analysis
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115p7UMMngoj1pMvkpHijcRdfJNXj6L
rLn

12t9YDPgwueZ9NyMgw519p7AA8isjr
6SMw

Two other bitcoin wallets shown in
strings and floss together with the
main one, above. These 2 weren’t
used in the sample. Please check the
appendices.

\\172.16.99.5\IPC$
\\192.168.56.20\IPC$

SMB shares

cmd.exe /c "%s" a command

CAPA found some indicators that would prove correct during the dynamic
analysis, like the communication and cryptography abilities, installation of
files and creation of processes for persistence.

Here are the screenshots of the results:

Ransomware.wannacry.exe - Jul 2023 - v1.1 - https://www.harpocrat3s.com



Some findings from PEStudio:

API calls showing cryptographic abilities
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One of the strings found using FLOSS seems to be the original filename of
the sample

PEStudio shows an executable inside the .rsrc section of the file, called R.1831
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Further confirmation of the executable inside the resources section, this time
shown in the PEView tool
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The following screenshots show the executable inside R.1831 (that had a
PKZIP file inside itself) and the content of that ZIP file:
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Additional screenshots from the basic static analysis:

Example of interesting strings, some of which already mentioned previously

Malware disguises itself as a Disk utility in Windows
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This malware sample is flagged on VirusTotal as malicious:
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Basic Dynamic Analysis

Running the malware without administrator privileges will not activate the
malicious payload, which includes file encryption and spreading to other
targets.

In that case, the process performs basic operations but will not lead to the
spreading of the infection when run without admin privileges:

For example we can see in the next screenshot that it wasn’t capable to
deploy the tasksche.exe file in the Windows folder (which instead is used
during the infection to run its operations):
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Running the sample with administrator privileges would activate the payload
only if there is no internet connection available (i.e. in the forensic
environment inetsim is not active).

Wireshark and TCPView would show network activity. First, we see in
Wireshark the attempts to connect to the killswitch domain:
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Then, in ProcMon we see further operations (registry queries and
modifications, DLL loading, threads creation, files and services creation, etc.).
These operations eventually lead to the establishment of TCP connections for
the purpose of spreading to other targets:

TCPView would also show the TCP connections to port 445, used by the SMB
protocol:
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TCP connections also caught in Wireshark:
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Then, we see files disappearing from the desktop, reappearing after a while
with a different extension .wncry; we see the appearance of new files, the
desktop wallpaper changing and also the GUI of the decryptor typical of this
malware infection:

Here are some additional findings, after observing the malware during the
dynamic analysis, using additional tools like Process Hacker 2 and the
standard Windows Explorer:

ProcessHacker: Here the malware poses as the DiskPart utility
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ProcessHacker: We can see the hidden folder where the malware unpacked
the additional executables and files

Process Hacker: service started by the malware, showing the command used
to run it (part of it was found during the strings analysis)
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The hidden folder on disk
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Advanced Static Analysis

The advanced static analysis was conducted using Cutter, which at a first
glance further confirmed the finding from the basic dynamic analysis. The
initial step of the program involves checking the availability of the malicious
URL identified in the strings andWireshark logs.
Depending on the outcome of this check, the program would either remain
inactive or initiate the malicious routine responsible for infecting the target.

Overview of the main function
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Details of the main function, showing the three APIs used to connect to the
malicious URL, the arguments passed to the APIs, including the URL itself.
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Overview of the malicious routines.
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Detail of the malicious function.
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Advanced Dynamic Analysis

During the advanced dynamic analysis, there was additional confirmation
and deeper understanding of the killswitch domain.

Using x32dbg, a breakpoint was set at address 00408140 (obtained from
Cutter), which corresponds to the main section of the program where the
killswitch URL was checked before proceeding further..

From that point, it was possible to meticulously follow the execution and
validate the program's behavior, which can be summarized as follows:

● The malicious URL is inaccessible (either due to the non-existence of
the domain in the wild or the absence of an active inetsim service in the
forensic environment).

● ZF (Zero Flag) is already set to 1.
● The program establishes a connection to the URL.
● No response is received from the URL, resulting in EAX being set to 0.
● EAX is then copied to EDI, making EDI also 0.
● The program performs a test on EDI against EDI, resulting in 0 (since 0

and 0 = 0).
● ZF remains set to 1 since the result of the test function is 0.
● JNE (Jump if Not Equal) will not jump to the end of the program

because ZF is not 0. This means that it will instead go through the
malicious routine as explained in the Advanced Static Analysis section.

Note: For this summary, I have chosen to omit the details of the API calls
shown in the screenshot and focus solely on the specific set of instructions
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relevant to this particular killswitch behavior.

The following screenshot highlights the points of interest, at the moment
where the jump is about to (not) be taken:

In this case, the program will proceed with the remaining instructions and
eventually reach the call at address 004081AD, which points to the malicious
function located at 00408090 (as indicated in the previous screenshot and
also in the Cutter screenshot provided earlier in this report).

It is important to note that modifying the JNE instruction to JE would allow
the malware to execute its malicious payload even if the URL is unreachable
(for example, by patching the binary using Cutter). Similarly, during
debugging with x32dbg, changing the ZF to 0 could lead to a similar
outcome, enabling the execution of the malicious payload.
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Indicators of Compromise

Network Indicators

Connection to the URL:
hxxp[://]www[.]iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea[.]com
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Connections to several IP addresses on port 445:
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Host-based Indicators

Desktop wallpaper changed, local files encrypted with extension .wncry,
presence of new files on the desktop (and, in time, inside other folders as
well):
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Program loading on the foreground every few seconds:
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Creation of a new folder named “dveqybpwqzws072” inside C:\ProgramData\
containing malicious files. The folder and its content is set to Hidden:
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New processes:

tasksche.exe / taskdl.exe / taskse.exe
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New service:

mssecsvc2.0
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Rules & Signatures
A full set of YARA rules is included in Appendix A.

URL:

hxxp[://]www[.]iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea[.]com

Strings:

WanaCrypt0r

.wnry

C:\%s\qeriuwjhrf

taskdl.exe

taskse.exe

tasksche.exe

115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn

12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw

13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94

WANACRY!

\\172.16.99.5\IPC$

\\192.168.56.20\IPC$
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Appendices

A. Yara Rules

rule WannaCry {

meta:

last_updated = "2023-07-12"

author = "Harpocrat3s"

description = "Detects WannaCry"

sha256 =

"24d004a104d4d54034dbcffc2a4b19a11f39008a575aa614ea04703480b1022c"

// Providing the file's hash to pinpoint which strain of the

malware this rules works on

strings:

$string1 = "www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com"

ascii

$string2 = "WanaCrypt0r" ascii

$string3 = "13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94" ascii

$string4 = "115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn" ascii

$string5 = "12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw" ascii

$string6 = "C:\\%s\\qeriuwjhrf" ascii

$string7 = "taskdl.exe" ascii

$string8 = "taskse.exe" ascii

$string9 = "tasksche.exe" ascii

condition:

any of ($string*)

}
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B. Bitcoin Wallet analysis

As every operation on the bitcoin blockchain is recorded, it was possible to
check the history of the wallet used on this sample, but also to confirm that
the other two strings found in the sample were indeed bitcoin wallets that
also received funds in a similar fashion of the main wallet.
This further confirms the suspicion that other malware samples of WannaCry
could use the other two wallets for a similar operation.

Here are the screenshots of the summary for the 3 bitcoin wallets found in
the strings.
Further analysis could be done investigating where the funds were sent from
these wallets, and investigate and correlate the other wallets with other
strains of malwares (WannaCry or others), potentially finding out additional
operations of the threat actor that originally developed this malware.

We can see that the total sum of money sent on the 3 wallets is 1,677,868 USD.
It’s not sure at this point if all the funds were due to WannaCry or if the wallets
were used in other malware campaigns. Further investigation is required, but
it’s outside the scope of this analysis.
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C. List of file extensions

In the strings there’s what looks like a list of file extensions that are encrypted
by the malware:

.der

.pfx

.key

.crt

.csr

.p12

.pem

.odt

.ott

.sxw

.stw

.uot

.3ds

.max

.3dm

.ods

.ots

.sxc

.stc

.dif

.slk

.wb2

.odp

.otp

.sxd

.std

.uop

.odg

.otg

.sxm

.mml

.lay

.lay6

.asc

.sqlite3

.sqlitedb

.sql

.accdb

.mdb

.dbf

.odb

.frm

.myd

.myi

.ibd

.mdf

.ldf

.sln

.suo

.cpp

.pas

.asm

.cmd

.bat

.ps1

.vbs

.dip

.dch

.sch

.brd

.jsp

.php

.asp

.java

.jar

.class

.mp3

.wav

.swf

.fla

.wmv

.mpg

.vob

.mpeg

.asf

.avi

.mov

.mp4

.3gp

.mkv

.3g2

.flv

.wma

.mid

.m3u

.m4u

.djvu

.svg

.psd

.nef

.tiff

.tif

.cgm

.raw

.gif

.png

.bmp

.jpg

.jpeg

.vcd

.iso

.backup

.zip

.rar

.tgz

.tar

.bak

.tbk

.bz2

.PAQ

.ARC
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.aes

.gpg

.vmx

.vmdk

.vdi

.sldm

.sldx

.sti

.sxi

.602

.hwp

.snt

.onetoc2

.dwg

.pdf

.wk1

.wks

.123

.rtf

.csv

.txt

.vsdx

.vsd

.edb

.eml

.msg

.ost

.pst

.potm

.potx

.ppam

.ppsx

.ppsm

.pps

.pot

.pptm

.pptx

.ppt

.xltm

.xltx

.xlc

.xlm

.xlt

.xlw

.xlsb

.xlsm

.xlsx

.xls

.dotx

.dotm

.dot

.docm

.docb

.docx

.doc
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