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Executive Summary

WannaCry is a ransomware worm that targets Windows OS. Once launched,
it encrypts files on the computer, changes the desktop wallpaper to indicate
the successful infection of the machine, and presents a software interface
displaying a ransom note. The ransom note provides instructions on where
to send the Bitcoin payment in order to regain access to the encrypted files.

Additionally, WannaCry possesses persistence mechanisms, enabling it to
remain on the target machine even after a reboot, and worm capabilities,
allowing it to attempt the spread to other IP addresses.

It is important to note that this malware includes a killswitch mechanism.
When successfully connected to a specific URL, the malware doesn’t

execute its malicious actions.

YARA signature rules are attached in Appendix A.
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High-Level Technical Summary

File name [Ransomware.wannacry.exe

md5 db349b97c37d22f5eald1841e3c89eb4

shal e889544aff85ffaf8b0d0da705105dee7c97fe26

sha256 24d004a104d4d54034dbcffc2a4b19al11f39008a575aa614ea047
03480b1022c

This particular sample of WannaCry is distributed as a 32-bit executable file
and requires administrative privileges to execute its malicious actions.

As a first step, it attempts to establish a connection with the URL
“hxxp[://lwwwl.]Jiuqgerfsodp9ifjaposdfjhgosurijfaewrwergweal[.Jcom". If it
receives a response from this domain, the malware terminates its routine and
remains inactive. Essentially, it acts as a kill-switch.

If the domain is unreachable. (e.g. it doesn't exist), the program proceeds to
execute its main function. This involves unpacking additional executables
hidden within the file, one of which is an encryptor. Utilizing the Microsoft
Enhanced RSA and AES Cryptographic Provider libraries, this encryptor
encrypts the files on the targeted machine.

Subsequently, the malware changes the desktop wallpaper, replacing it with
an image containing a message that explains the successful infection and
provides instructions for recovery.

Additionally, it installs a decryptor program on the desktop, which is executed
shortly after the infection. The decryptor program includes the ransom note
and instructions on how to make the ransom payment and decrypt the files
on the system. The program also displays two timers, indicating the deadlines
for the ransom amount to double and the final deadline to pay the ransom
and recover the files.

In terms of its worm capabilities, this malware initiates multiple connections
to various IP addresses on port 445, which is commonly used for the SMB
protocol. It exploits the EternalBlue vulnerability to propagate its infection.
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Malware Composition

This WannaCry sample consists of the following components:

Ransomware.wannacry.exe
This is the initial executable that is executed when clicked or launched.

Unpacked executables
There's an executable found inside the resources section of the original
executable, and additional executables within it.

PKZIP file

Contained inside the unpacked executable, there's a password protected zip
file. It contains a folder named "msg" that appears to contain translations of
the ransom note. Additionally, the zip file includes two executables (taskdl.exe
and taskse.exe) along with supplementary files..

L ma u
Ci\Users' husky\ Desktop\ pkzip.dump\ - o x
File Edit View Fevorites Tools Help
s

k= v o = X i

Add Bdract Test Copy Move Delete Info

# [ causers\husky\Desktoppicip.dump\ v
Name Sze  PackedSize Modified Created Accessed Attributes Encrypted Commen t CRC Method Host 05 Version

imsq } 1329657 262 067 44D10C98

L] bwnry 1440054 14164 2017-05-111313 2017-04-27 1025 2017-05-1109:47 A 676D21FE ZipCrypto Defl.. FAT »

[ cwnry 780 177 201705111311 201705101816 2017-05-10 1816 A FBBF7560 ZipCrypto Defl.. FAT x

L rawnry 864 44 201705110859 2017-04-2710:25 2017-04-27 10:25 A 6374CCEF ZipCrypto Defl.. FAT 2

[ sawnry 3038286 3000375 2017-05-0908:58 2017-05-1118:22 2017-05-111%:22 A 68346763 ZipCrypto Defl.. FAT x

[ townry 65816 65828 2017-05-111922 2017-05-111922 2017-05-11 1922 - 065191BF  ZipCrypto Store  FAT 20

[ taskdl.exe 20480 3457 2017-05-1119:22 2017-05-111922 2017-05-11 19:22 A E960EF31 ZipCrypto Defl..  FAT x
[Ftaskse.exe 20480 2555 2017-05-111922 2017-05-1119:22 2017-05-1118:22 A BC193579 ZipCrypto Defl..  FAT El]
[T wawnry 245 760 52080 2017-05-111922 2017-05-111922 2017-05-11 1922 A . AEBC168D ZipCrypto Defl..  FAT »

< ———— >

C1\Users\husky\ Desktop plaip.dump!

0 object(s) selected
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Basic Static Analysis

The basic static analysis of the sample was conducted using FLOSS, capa, and
PEStudio. Each program's unique characteristics were utilized to gather
comprehensive information about the sample.

During the analysis, several strings were identified that exhibited indications

of potentially malicious activity:

WanaCryptOr

name of the malware itself

icacls . /grant Everyone:F /T /C/Q

command-line command used to
change control access to files and
folders

attrib +h .

command used to set the current
folder as “hidden”

Microsoft Enhanced RSA and AES
Cryptographic Provider

cryptography capabilities

hxxp[://]lwww/[.]iugerfsodp9ifjaposdfj
hgosurijfaewrwergweal.Jcom

the (defanged) URL

taskdl.exe
taskse.exe
diskpart.exe
Ihdfrgui.exe

some filenames

C\%s\geriuwjhrf

suspicious folder name

WriteFile
CreateFileA
CreateProcessA

examples of API calls found in the
sample

str_%s -m securit_00431330r

command (part of it)

uwnry

one of many .wnry file names

13AM4VW2dhxYgXeQepoHKkHSQuy6
NgaEb94

The bitcoin wallet used in this
sample, found by searching through
the strings after getting the wallet
address during the basic dynamic
analysis
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N5p7UMMNgojipMvkpHijcRAfINX]j6L
rLn

12t9YDPgwueZ9NyMgw519p7AAS8Is)r
65Mw

Two other bitcoin wallets shown in
strings and floss together with the
main one, above. These 2 weren't
used in the sample. Please check the
appendices.

\172.16.99.5\IPC$
\192.168.56.20\IPC$

SMB shares

cmd.exe /c "%s"

a command

CAPA found some indicators that would prove correct during the dynamic
analysis, like the communication and cryptography abilities, installation of
files and creation of processes for persistence.

Here are the screenshots of the results:

Ransomware.wannacry.exe - Jul 2023 - v1.1 - https://www.harpocrat3s.com




ommuni
ommuni

on

Some findings from PEStudio:

x UESKLUL OELUSENS D EC LTI LT ITIdLIur

x cryptography CryptAcquireContext

x cryptography CryptGenRandom

x cryptography rand

1 cryptography srand

x cryptography CryptReleaseContext

x cryptography rand

X cryptography srand

x cryptography CryptGenKey

x cryptography CryptDecrypt

x cryptography CryptEncrypt

x cryptography CryptDestroykey

x cryptography Cryptlmportkey

x cryptography CryptAcquireContext
windowing GetlastActivePopup

API calls showing cryptographic abilities
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€ | property value
md3 1EBDC36G7eDDE11ETASEI 21 ABSERESEE
shal JB3A03CDYDEIDDCTRF48CEEICTEEFCAABB0TARIE
sha256 2F3FC51546ADAMBDFCEETT5554CODEIGEIDERAETBA4BFIDADEICADECHEB2TTR
file-type executable
date
language English-Us
code-page Unicode UTF-16, little endian
CompanyMame Microsoft Corporation
FileDescription Microsoft® Disk Defragmenter
FileVersion 6.1.7601.17514 (win7sp1_rtm.101119-1850)
InternalMame Ihdfrgui.exe
LegalCopyright 2 Microsoft Corporation. All rights reserved.
OriginalFilename Ihdfrgui.exe
ProductMame Microsoft® Windows® Operating System
ProductVersion £.1.7601.17514

One of the strings found using FLOSS seems to be the original filename of
the sample

rrrrrrrrrrrrrrrr e wua 3.0 cngusn-us

' gy e
1831 executable (cpu: 32-bit) 3514368 94.39 % 7.995 English-US M

PEStudio shows an executable inside the .rsrc section of the file, called R.1831
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£, PEview - C\Users\husky\Desktop\Ransomuware.wannacry.exe.malz
File View Go Help

0000 |FHnFH||w=co

" IMAGE_RESOURCE_DATA_ENTRY 00032184 00 00 00 00 00 00 00 00 00 00 00 00 00
IMAGE_RESOURCE_DIRECTORY_STRING 00032194 00 0O 00 00 00 00 00 00 50 45 00 00 4C
000321A4 41 8F E7 4C 00 00 00 00 00 00 00 00 EO
VERSION 0001 0409 00032184 0B 01 06 00 00 70 00 00 00 20 35 00 00
000321C4 BA 77 00 00 00 10 00 00 00 80 00 00 00 00 40 00
000321D4 00 10 00 00 00 10 00 00 04 00 00 00 0O 00 00 00
000321E4 04 00 00 0O 0O 00 00 00 00 AQ 36 00 00 10 00 00
000321F4 00 00 00 00 02 00 00 00 00 00 10 00 00 10 00 00
00032204 00 00 10 00 00 10 00 00 00 0O 00 0O 10 00 00 00
00032214 00 00 00 00 00 00 00 00 A8 D5 00 00 64 00 00 00
00032224 00 00 01 00 A0 9F 34 00 00 00 00 00 00 00 00 00
00032234 00 00 00 00 00 00 00 00 00 0O OO 0O 00 00 00 00
00032244 00 00 00 00 00 00 00 00 00 0O 0O 00 00 00 00 00
00032254 00 00 00 00 00 00 00 0O 00 0O 0O 00 00 00 00 00
00032264 00 00 00 00 00 00 00 00 00 0O OO 0O 00 00 00 00
00032274 00 80 00 00 D8 01 00 00 00 00 0O 00 00 00 00 00
00032284 00 00 00 00 00 00 00 00 00 0O 0O 00 00 00 00 00
00032294 2E 74 65 78 74 00 00 00 B0 69 00 00 00 10 00 00
00032244 00 70 00 00 00 10 00 00 00 00 00 00 0O 00 00 00
00032284 00 00 00 0O 20 00 00 60 2E 72 64 61 74 61 00 00
000322C4 70 &F 00 0O 00 80 00 00 00 60 00 00 00 80 00 00
000322D4 00 00 00 0O 00 00 00 00 00 00 00 00 40 00 00 40
000322E4 2E 64 61 74 61 00 00 00 68 19 00 00 00 EO 00 00
000322F4 00 20 00 00 00 EO0 00 00 00 0O 00 00 00 00 00 00
00032304 00 00 00 00 40 00 00 CO 2E 72 73 72 63 00 00 00
00032314 A0 9F 34 00 00 00 01 00 00 A0 34 00 00 00 01 00
00032324 00 00 00 00 00 00 00 00 00 00 0O 00 40 00 00 40
00032334 00 00 00 00 00 00 00 00 00 0O 0O 00 00 00 00 00
00032344 00 00 00 00 00 00 00 00 00 0O OO 0O 00 00 00 00
00032354 00 00 00 00 00 00 00 00 00 0O 0O 00 00 00 00 00

Further confirmation of the executable inside the resources section, this time
shown in the PEView tool

00 00
04 00
OF 01
00 00

[=- Ransomware wannacry exe malz pFile Raw Data
IMAGE_DOS_HEADER 000320A4 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF
MS-DOS Stub Program 00032084 B8 00 00 00 00 00 0O Q0 40 00 OO 0O OO0 OO
MAGE_NT_HEADERS 000320C4 00 00 00 OO 00 0O 00 00 QO 0O OO 0O 0O 0O
- IMAGE_SECTION_HEADER .text 00032004 00 00 00 00 00 00 00 00 00 00 00 00 F& 00
IMAGE_SECTION_HEADER .rdata 000320E4 OE 1F BAOE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 L. ITh
- IMAGE_SECTION_HEADER .data 000320F4 69 73 20 70 72 GF 67 72 61 6D 20 63 61 6E 6GE 6F is program canno
- IMAGE_SECTION_HEADER .rsrc 00032104 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t be run in DOS
SECTION _text 00032114 6D 6F 64 65 2E 0D 0D 0OA 24 00 00 00 00 0D 00 00 mode. . . % S
SECTION _rdata 00032124 E0 C5 3A D1 A4 A4 54 82 A4 Ad 54 82 Ad A4 54 82 .
SECTION _data 00032134 DF B8 58 82 AG A4 54 82 CB DD 5F 82 A5 A4 54 82
= SECTION _rsrc 00032144 27 BB 5A 82 A0 A4 54 82 CBBB 5E 82 AF A4 54 82
i IMAGE_RESOQURCE_DIRECTORY Type 00032154 CB BB 50 82 A0 A4 54 82 67 AB 09 52 AS A4 54 82
IMAGE_RESOURCE_DIRECTORY MNamelD 00032164 A4 A4 55 82 07 A4 54 82 92 82 5F B2 A3 A4 54 82
IMAGE_RESOURCE_DIRECTORY Language 00032174 63 A2 52 82 A5 A4 54 82 52 69 63 68 Ad A4 54 82
00
01
00
00
00
00
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The following screenshots show the executable inside R.1831 (that had a
PKZIP file inside itself) and the content of that ZIP file:

file setiings sbout
?
£ cusers\husky\desktop\executable_resource.dur | type (3) file-offset (3) signature (3) size (3448492 byt... file-ratio (38.13%)  entropy  language(1) first-bytes-hex first-bytes-text
- ‘ version version 904 003% 3530 English-US 4 VS V.E.R.S.I
2] d””':‘“"d‘ ’6‘:::‘ manifest manifest 1263 004% 5039 English-US <assembly xmins=
os-header (64 bytes) XA PKZIP 3446325 98.06% 3000 English-Us PK imgT

» rich-header (9)
> file-hezder (Nov.2010)
> optional-header (GUI)
=] directories (3)

manifest (aslnvoker)
version (diskpart.exe)

< >
sha256: EDO1EBFECIEBSBBEA345AFAD0TBFSF1071661840480439CEESEABESEOS0E 1AL cpu: 32-bit__file-type: executable subsystem: GUI entry-point: 0x000077BA signature: Microsoft Visual C++ v6.0

Lman Y S b BaLsD I
CA\Users\husky\ Desktoppizip.dumpl - o x
File Edit View Fevorites Tools Help
T
Add Bdract Test Copy Move Delete Info
# [ caUsers\husky\Desktoppiip.dumpt -
Name Size Packed Size  Modified Created Accessed Attributes Encrypted Comment CRC Method Host 05 Version

imsg ! 1329657 262 067 44D10C98

| bwnry 1440054 14164 2017-05-1113:13 2017-04-2710:25  2017-05-11 0947 A . 676D21FE ZipCrypto Defl... FAT 2
] connry 780 177 2017-05-111311 2017-05-10 1816 2017-05-10 1816 A . FBBFT560 ZipCrypto Defl.. FAT 2
] rwnry o84 484 2017051108559 2017-04-27 10:25 2017-04-27 10:25 A . 6374CCEF  ZipCrypto Defl... FAT 20
Y swvnry 3038286 3000375 2017-05-090%:58 2017-05-111%:22 2017-05-1119:22 A . 68346763 ZipCrypto Defl.. FAT 2
] twnry 85216 65828 2017-05-1113:22 2017-05-1119:22 2017-05-1119:22 . 085191BF  ZipCrypto Store  FAT 20

[#taskdlexe 20480 3457 2017-05-1119:22 201705111922 2017-05-11 19:22 A . E960EF31 ZipCrypto Defl... FAT )
[Ftaskse.exe 20480 2555 2017-05-1119:22 2017-05-1119:22 2017-05-11 18:22 A . BC19357% ZipCrypto Defl..  FAT 20
7 uwnry 245760 82080 2017-05-1119:22 2017-05-1119:22 2017-05-1119:22 A . 4E6CT68D  ZipCrypto Defl... FAT )
< Ty - —r————— >

Ci\Users\husky\ Desktop' pkzip.dump

0 object(s] selected
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property value value value

name text rdata .data

md3 CT7613102E2ECECSDCEFCT4.,,  DB037D7448539326C0GER07... 22A8538DC29CADTOTACAI1EGMG12CEA6
entropy 6135 3.504 6.100

file-ratio (99.89%) 0.99 % 011 % 429 %

raw-address 000007000 O DDD0ADDD (x0000B000

raw-size (3719168 bytes) (00003000 (36864 bytes) Ox00001000 (4096 bytes) (000027000 (159744 bytes)
wvirtual-address 000407000 O 00404000 (00408000

virtual-size (6718034 bytes) 0x00008BCA (33786 bytes) Ox00000998 (2456 bytes) (x0030488C (3164316 bytes)
entry-point 000009A16

characteristics 060000020 Cxe40000040 D COD0D040

writable - x

executable *

shareable

discardable

initialized-data
uninitialized-data
unreadable
self-modifying
wvirtualized

file

file

file

ascii
unicode
ascii
ascii
ascii
ascii
unicode

unicode

55588588586

unicode

executable, offset: 0x0000B020, size: 5263716
executable, offset: Ox0DD0F0B0, size: 5297524
executable, offset: 0x00013F94, size: 159744

cryptography

dos-message

dos-m

dos-m

dos-message

Additional screenshots from the basic static analysis:

value

WJ[EFC
12E1BD7373D82CCAIATICALBFEAZDTAT
7585

94,50 %

000032000

(00358000 (3518464 bytes)

000710000

(000354434 (3513476 bytes)

e 40000040

executable, offset: (x000320A4, size: 3514368

Microsoft Base Cryptographic Provider v1.0

!This program cannot be run in DOS mode,

!This program cannot be run in DOS mode,

!This program cannot be run in DOS mode,

!This program cannot be run in DOS mode.,

6.1.7601.17514 (win7sp1 rtm.101119-1850)
6.1.7601.17514 (win7sp1 rtm.101119-1850)

inflate 1.1.3 Copyright 1995-1998 Mark Adler

icacls . /grant Everyone:F /T/C/Q

encoding (2) size (bytes) file-offset blacklist (34)  hint (416) group (18) value (43891)
ascii 4 time

ascii 46

ascii 35

ascil n attrib +h .
ascii 4 utility ATS

ascii 4 utility Atl
unicode 2 utility DiskPart
unicode 12 utility diskpart.exe
unicode 12 utility diskpart.exe
ascii 56 url-pattern

ascii 2039 size

ascii 1403 size

http://www.iugerfsedpSifiaposdfjhgosurijfaewrwergwea.com

h6agLCqPqVyXiZVSOBO06YbYIBX54VEKM -+ s233MmSETKEXIOk920s0EaajOV
hS4WFFICGigWFEx92bzm0d0UDaZIMDdUZFAF2+ 6qn9/ZDSeksnLIfbdOiME

Example of interesting strings, some of which already mentioned previously

Ransomware.wannacry.exe
Microsoft® Disk Defragmenter
Microsoft

[E

orporation

Malware disguises itself as a Disk utility in Windows

Ransomware.wannacry.exe - Jul 2023 - v1.1 - https://www.harpocrat3s.com



This malware sample is flagged on VirusTotal as malicious:

68 (1) 68 security vendors and 5 sandboxes flagged this file as malicious (* Reanalyze = Similar ~  More ~
m 24d004a104d4d54034dbcffc2adb19a11i39008a575aa6 148a0470348001022¢ Size Last Analysis Date oL,
Ihdfrqui exe 355 MB 2 days ago EXE
9 peexe malware  macro-createnle  runtme-modules  defectdebug-envionment  checksnetwork-adapters  exploit  cve-2017-0147  longsleeps  direct-cpu-cock-access  checks-user-nput

cve-2017-0144
Community Score
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Basic Dynamic Analysis

Running the malware without administrator privileges will not activate the
malicious payload, which includes file encryption and spreading to other
targets.

In that case, the process performs basic operations but will not lead to the
spreading of the infection when run without admin privileges:

B Process Monitor - Sysintemals: www.sysinternals.com

File Edit Event Filter Tools Options Help

BEIIRDN YAG & F L W a2l

Time ... Process Name PID  Operation Path Resul Detal

09:44... W Ransomware wannacry.exe 5188 <2 Process Statt SUCCESS Parent PID: 2856, Command line: "C:\U
05:42.. W Ransomware wannacy.exe 5188 <2 Thread Create SUCCESS Thread ID: 3556

09:42. . W Ransomware warnacy.exe 5188 <2Load Image C:A\Users'husky\ Deesktop \Ransomware wannacry exe SUCCESS Image Base: (:400000, Image Size: (6.
09:44... W Ransomware warnacy.exe 5188 <2Load Image C:\Windows\System 32 vtdl dl SUCCESS Image Base: 07 1c330000, Image Siz
09:44... W Ransomwarewarnacy.exe 5188 <2Load Image C:\Windows\SysWOWe4'ntdlldi SUCCESS Image Base: 077620000, Image Size
05:42... W Ransomwars wannacry.exe 5188 [ RegOpenKey HKLM\System’CurrentControlSet\Cortrol\Session Manager REPARSE Desired Access: Query Value

09:42... W Ransomware warnacy.exe 5188 [ RegOpenKey HKLM\System\CumentControlSet\Control\Session Manager SUCCESS Desired Access: Query Value

U5:42... W Ransomware wannacry.exe 5188 [ RegQuenValue HKLM\System’CurrentControlSet\Cortrol \Session Manager OnPossibleDeadiock NAME NOT FOUND Length: 80

09:44... W Ransomwars wannacry.exe 5188 [ RegCloseKey HKLM\System*CurrentControlSet\Cortrol\Session Manager SUCCESS

05:42... W Ransomware wannacry.exe 5188 [ RegOpenKey HKLM\SYSTEM\CumentCortrolSet\Cortrol\Session Manager\Segmernt Heap REPARSE Desied Access: Query Value

09:44:.. W Ransomware wannacryexe 5189 [ RegOpenKey HKLM\System\CurentControlSet\Cortrol \Session Manager\Segment Heap NAME NOT FOUND Desired Access: Query Value

09:44... W Ransomware wannacy.exe 5188 [ RegOpenKey HKLM\SYSTEM\CurrentCortrolSet\Control\Session Manager REPARSE Desired Access: Query Value, Enumerst...
05:42... W Ransomwars wannacry.exe 5188 [ RegOpenKey HKLM\System’CurrentControlSet\Cortrol\Session Manager SUCCESS Desied Access: Guery Value. Enumerat
09:42. . W Ransomware warnacy.exe 5188 [ RegQuenyValue HKLM\System\CurrentControlSet\Control \Session Manager\ResourcePolicies NAME NOT FOUND Length: 24

09:44.. nnacry 5188 [ RegCloseK: HKLM\System'CurrentControlSet\Cortrol \Session Manager SUCCESS

09:44... W Ransomwars wannacy.exe 5188 s CreateFile C:\Windows SUCCESS Desired Access: Exeeute/Traverse, Syn
0S:44... W Ransomware wannacyexe 5188 2 Load Image C:\Windows'\System32\wowe4.di SUCCESS Image Base: 07 15720000, Image Siz
09:42.. W Ransomware warnacy.exe 5188 <2Load Image C:\Windows\System 32\ wowB4win SUCCESS Image Base: 07 1c1a0000, Image Siz
09:44... W Ransomware wannacy.exe 5188 s Createfile C:\Windows\System32wow6dlog.dl NAME NOT FOUND Desired Access: Read Aftibutes, Disp
05:42... W Ransomwars wannacy.exe 5188 s CreateFle C:\Windows SUCCESS Desied Access: Read Attrbutes, Synch.
0944 W nnacry. 5188 & C:\Windows SUCCESS Name: \Windows

09:44... W Ransomware wannacy.exe 5188 s Closefie C:\Windows SUCCESS

09:44.. W Ransomwars wannaciy.exe 5188 [ RegOpenKey HKLM\Software'\Microsoft WWow 5486 SUCCESS Desired Access: Read

05:42... W Ransomware wannacy.exe 5188 [ RegQuenyValue HKLM\SOFTY annacry exe NAME NOT FOUND Length: 520

09:42. . W Ransomware warnacy.exe 5188 [ RegQuenValue HKLM\SOFTWARE\Microsoft\Wowb4'x86\(Defack) SUCCESS Type: REG_SZ, Length: 26, Data: wow
09:44, nnacy 5188 [B RegCloseks HKLM\SOFTWARE \Microsoft\Wow64'x86 SUCCESS

05:44... W Ransomwars wannacyexe 5188 < Load mage \Windows'\System32\wowedcpu di SUCCESS Image Base: 077690000, Image Size
09:42. . W Ransomware warnacy.exe 5188 [ RegOpenKey HKLM\System\CumentControlSef\Control\Session Manager REPARSE Desired Access: Query Value

09:44:.. W Ransomware wannacryexe 5188 B RegOpenKey HKLM\System\CurrentControlSet\Cortrol\Session Manager SUCCESS Desired Access: Query Value

09:44.. W Ransomwars wannacy.exe 5188 [B RegSetinfokey HKLM\System"CurrentControlSet\Cortrol \Session Manager SUCCESS KeySetinformationClass: KeySetHandle
05:42... W Ransomware wannacy.exe 5188 [ RegQuenyValue HKLM\System’CurrentControlSet\C Manager ionOnPossbleDeadiock  NAME NOT FOUND Length: 80

09:42... W Ransomware warnacy.exe 5188 [ RegCloseKey HKLM\System\CumentControlSet\Control\Session Manager SUCCESS

05:42... W Ransomware warnacy.exe 5188 [ ReaOpenkey HKLM\SYSTEM\CurrentCortrol Set'Control\Session Manager\Segmert Heap REPARSE Desired Access: Guery Value

05:42.. W Ransomwars wannacy.exe 5188 [B RegOpenKey HKLM\System’CurrentControlSet\Cortrol \Session Manager\Segment Heap NAME NOT FOUND Desired Access: Query Value

09:42.. W Ransomware warnacy.exe 5188 [ RegOpenKey HKLM\SYSTEM\CumentCortrolSet\Control\Session Manager REPARSE Desied Access: Guery Value, Enumerat
09:42:.. W Ranscmware warnacry.exe 5188 [ ReaOpenKey HKLM\System\CurrentControlSet\Cortrol \Session Manager SUCCESS Desired Access: Query Value, Enumerat.
09:44, nnacy 188 [ HKLM\System’CurrentControlSet\Cortrol \Session Manager SUCCESS KeySetinformationClass: KeySetHandle
05:42... W Ransomware wannacy.exe 5188 [ RegQuenyValue HKLM\System’CurrentControlSet\Cortrol \Session Manager\ResourcsPolicies NAME NOT FOUND Length: 24

09:42.. ' Ransomware warnacy.exe 5188 [ RegCloseKey HKLM\System\CumentControlSet\Control\Session Manager SUCCESS

09:44... W Ransomware wannacy.exe 5188 s Createfile C:\Users'husky\Desktop SUCCESS Desied Access: Execute/Traverse, Sy
05:42... W Ransomwars wannacyexe 5188 <Load Image C:\Windows\SysWOWEA'kemel32 dl SUCCESS Image Base: 0x75c50000. Image Size
0S:44... W Ransomware wannacyexe 5188 < Load Image C:\Windows\SysWOWES'KemelBase.di SUCCESS Image Base: 07510000, Image Size: 0.
09:44:.. W Ransomware wannacryexe 5189 [ RegOpenKey HKLM\System'CurentControlSet\Cortrol \Terminal Server REPARSE Desired Access: Read

09:44... W Ransomware wannacry.exe 5188 [ RegOpenKey HKLM\System’CurrentControlSet\Cortrol \Terminal Server SUCCESS Desired Access: Read

05:42... W Ransomwars wannacyexe 5188 [ RegSetinfokey HKLM\System’CurrentControlSet\Cortrol \Terminal Server SUCCESS KeySetinfomationClass: KeySetHandle
09:42. . W Ransomware warnacy.exe 5188 [ RegQuenyValue HKLM\System\CurrentControlSet\Cortrol\Terminal Server\ TS AppCompat NAME NOT FOUND Length: 548

09:42... W Ransomware wannacry.exe 5188 [ ReaQuenValue HKLM\System'CurrentControlSet\Cortrol \Terminal Server\TS UserEnabled SUCCESS Type: REG_DWORD, Length: 4, Data: 0
0944 T Ransomwars wannacyexe 5188 [l RegCioneKey HKLM\System*CurrentControlSet\Cortrol A Terminal Server SUCCESS

Showing 5,194 of 367,174 events (1.4% Backed by virtual memory

For example we can see in the next screenshot that it wasn't capable to
deploy the tasksche.exe file in the Windows folder (which instead is used
during the infection to run its operations):

nsomware. 6120

YU LYY T % asaU Ot auteeas LISSISU AUGESS. MU LONIG!, LISPUSIUGN | U, UPUOIIS. , AU

iy dl BUFFER OVERFL... Information: Owner

i dl SUCCESS Information: Owner
s CloseFile Windows"\SysWOWB4 \vasadhip dl SUCCESS
s ReadFie Windows'\SysWOWB wirinet.dl SUCCESS Offset: 3,531,776, Length: 32,763, 1/0 Flags: Non-cached, Fagin
s ReadFie Windows'\SysWO WG4 \wininet di SUCCESS Offset: 3,257 344, Lengih: 28,672. 1/0 Flags: Non-cached, Pagin

s ReadFile Windows"\Sys WOWB4 \wirinet di SUCCESS Offset: 3,503,104, Length: 8,132, 10 Flags: Non-cached, Paging
s ReadFie Windows'\SysWOWG4\sechost. di SUCCESS Offset: 173,056, Length: 32,768, /0 Flags: Non-cached, Paging |..
s ReadFie Windows'\SysWOWG4\sechost di SUCCESS Offset: 160,768, Length: 12,288, 1/0 Flags: Non-cached, Paging |
s ReadFile Wiindows\SysWOWBH kemel32.di SUCCESS Offset: 286,720, Length: 32,768, /0 Flags: Non-cached, Paging |
s CreateFile Windows'tasksche. exe INAME NOT FOUND Desired Access: Read Attributes. Delete . Synchronize. Disposttion
ACCESS DENIED _Desired Access: Generic Wike. Read Alfributes. Disposion: Over
HKLM\: indows NT\CurrentVersion\GRE _Iniialize REPARSE. Desired Access: Read

6120 [ ReaOpenkey HKLM\SOF TV NT _intidize SUCCESS Desired Access: Read
6120 [B RegSethnioKey HLM intialize SUCCESS Tass: Key! T Lengih: 0
6120 [ RegQuenyValue HELM; " - intizize D NAME NOT FOUND Length: 20

6120 [ RegCloseKey HKLM\SOFTY L _initlize SUCCESS

6120 [ RegOpenKey HKLM\Software WWOWE432Nods" Microsoft \Windows NT\CurentVersion\GRE_intialize REPARSE Desired Access: Read

6120 [ RegOpenKey HKLM\SOFTY Windows NTG _intidize: SUCCESS Desired Access: Read

6120 [ RegSetiniokey HKLM\SOFTY Windows NTC: _inize SUCCESS Tass: Key! 3 Lengih: 0
6120 [ RegQuenyValue HKLM\SOFTWARE\ TG, - intizize'Disatle. heck  NAME NOT FOUND Length: 20
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Running the sample with administrator privileges would activate the payload
only if there is no internet connection available (i.e. in the forensic
environment inetsim is not active).

Wireshark and TCPView would show network activity. First, we see in
Wireshark the attempts to connect to the killswitch domain:

£ Capturing from Ethernet - m} Pad
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
@ RE Qo= a‘qaH
display filter -]+
Time Source Destination Protocol  Length Info ~
1 6.8600068 PcsCompu_55:86:87 PcsCompu_7d: ARP 42 Who has 18.8.8.3? Tell 108.8.8.4
2 9.081336 PcsCompu_7d:a6:as PcsCompu_55: ARP 66 10.8.8.3 is at 88:88:27:7d:a6:a5
3 8.135212 PcsCompu_7d:a6:as PcsCompu_55: ARP 6@ Who has 10.8.8.47 Tell 10.8.8.3
4 B8.135226 PcsCompu_55:86:87 PcsCompu_7d: ARP 42 18.8.8.4 iz at 88:88:27:55:86:87
5 17.541821 16.9.9.4 DNS 169 Standard query @x261f A www.iugerfsodp9ifjaposdfihgosurijfaewrwergw..
6 ] 18 3 ICMP 137 Destination unreachable (Port unreachable)
18 3 DNS 169 Standard query @x261f A www.iugerfsodp9ifjaposdfjhgosurijfaewrwergw..
1@ 3 4 ICMP 137 Destination unreachable (P unreachable)
16.9.0.4 3 DNS 189 Standard query @x261f A www.iugerfsodp9ifjaposdfjhgosurijfaewrwergw..
16.0.08.3 4 IHP 137 Destination un able hable)
16.8.8.4 3 DNS 189 Standard que %261f A www.iugerfsodp9ifjaposdfjhgosurijfaewrwergw..
B 3 -4 ICMP 137 Destination unre able (Port unreachable)
& DNS 189 Standard query @x261f A www.iugerfsodp9ifjaposdfjhgosurijfaewrwergw..
4 IMP 137 Destination unreachable (P unreachable)
3 DNS 189 Standard query @xa625 A www.iugerfsodp9ifjaposdfihgosurijfaewrwergw..
4 ICMP 137 Destination unreachable (Port unreachable)
- 3 DNS 189 Standard query @xa625 A www.iugerfsodp9ifjaposdfjhgosurijfaewrwergw..
18 18.627868 3 DS 189 Standard query @xab25 A www.iugerfsodp9ifjaposdfjhgosurijfaewrwergw..
19 1 -4 ICMP 137 Destination unre able (Port unreachable)
20 18.628717 16.0.0.4 -E DNS 189 Standard query @xa625 A www.iugerfsodp9ifjaposdfjhgosurijfaewrwergw..
21 22.516112 PcsCompu_55:86:07 PcsCompu_7d:a6:as ARP 42 Who has 10.8.8.3? Tell 16.8.8.4
51 Prefomnu Fd:af:as Prafomni 55 @6 @ ARD G 1A B @ 3 ic at AR-AA-27-7d-af-as hd
Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ‘\Device\NPF_{5DE24529-6ABE-414(-3ABE-1FFIF4B73334}, id @ o

88 @0 27 7d ab a5 @8 88 27 55 @6 ©7 08 @6 0 ol T U
93 8@ @6 64 @@ @1 @3 88 27 55 @5 07 Ga 6P 60 64 ‘U
8628 @8 88 27 7d a6 aS 1 -

(O ¥ Ethemet: <live capture in progress>
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Then, in ProcMon we see further operations (registry queries and
modifications, DLL loading, threads creation, files and services creation, etc.).
These operations eventually lead to the establishment of TCP connections for
the purpose of spreading to other targets:

B Process Monitor - Sysintemnals: www.sysinternals.com

File Edit Event Filter Tools Options Help

LRI YAO|& # .0 /M e St E

Time ... Process Name PID  Operation Path Result Detai
09:55... W Ransomware.wannacry exe 1552 [ RegQueryValue HKLM\System ' CurentC ervices \Topip'F le4e70607-2323-4870-... SUCCESS Type: REG_SZ. Length: 2. Data:
09:55:... W Ransomwarewannacry exe 1552 [ RegQueryValue HKLM\System ' CurentC \Services \Tepip! le4e70607-a3a9-4870-.. NAME NOT FOUND Length: 12
09:55: Ransomware wannacry exe 1552 [l RegQueryValue HKLM\System"\CurrentC: ervices\ Tepip {c4e70607-a329-4870- . BUFFER OVERFL .. Length: 12
09:55:.. W Ransomwarewannacry exe 1552 [ RegQueryValue HKLM:System\CurentC ervices \Tepip'F 70607-2333-4870-... SUCCESS Type: REG_SZ. Length: 2. Data:
09:55... W Ransomwarewannacry exe 1552 [ RegQueryValue HKLM\System*CurrentC \Services\TopiphF lo4e70607-a325-4870-.. NAME NOT FOUND Length: 12
0:55:.. W Ransomware.wannacry exe 1552 [ RegCloseKey HKLM\System* CurentC \Services \Tepip! le4e 706073323 4870-... SUCCESS
09:55:.. W Ransomwarewannacry exe 1552 [ RegQueryKey HKLM SUCCESS Query: HandleTags, Handle Tags: G0
09:55... W Ransomwarewannacryese 1552 [ RegQuerykey HKLM SUCCESS Query: Name
0:55:.. W Ransomwarewannacry exe 1552 [ RegOpenKey HKLM\SYSTEM! CurrentC \Services\D meters REPARSE Desired Access: Read
09:55:.. W Ransomwarewannacyy exe 1552 [ RegOpenKey HKLM\System\CurertC ervices D : SUCCESS Desired Access: Read
09:55:.. W Ransomwarewannacryexe 1552 [ RegSetinfokey HKLM\System\CurentC ervices D arameten SUCCESS KeySetinfomationClass: KeySetHande.
09:55.... W Ransomwarewamnacryexe 1552 [ RegQuerykey HKLM\System " CurrentC ervices D arameter SUCCESS Query: Handle Tags, Handle Tags: (400
0:55:... W Ransomware.wannacry exe 1552 [ RegOpenKey HKLM\System* CurentC \Services D i 4E7DB07-.. NAME NOT FOUND Desired Access: Read
09:55:.. W Ransomwarewannacyy exe 1552 [I§ RegCloseKey HKLM\System\CurertC ervices D SUCCESS
09:55... W Ransomwarewannacryexe 1552 [ RegQueryKey HKLM SUCCESS Query: Handle Tags, Handle Tags: G0
08:55.. W Ransomwarewannacry exe 1552 [ RegQueryKey HKLM SUCCESS Query: Name
09:55: Ransomware wannacry.exe 1552 [ RegOpenKey HKLM\System"\CurmrentC: envices\ Tepip 453-0350-11ec. REPARSE Desired Access: Read
09:55:.. W Ransomware.wannacry exe 1552 [ RegOpenKey HKLM:System\CurentC ervices\Tepip'F {Be251458-0390-1ec-... NAME NOT FOUND Desired Access: Read
09:55... W Ransomwarewamnacryexe 1552 [ RegQueryValue HKLM\SOFTWAREPolicies \Microsoft\Windows NT\DNSClent\SearchList NAME NOT FOUND Length: 12
09:55:... W Ransomware.wannacry exe 1552 [ RegQueryValue HKLM\System ' CurentC \Services\Tepip! List BUFFER OVERFL... Length: 12
09:55: Ransomware wannacry exe 1552 [l RegQueryValue HKLM\System"\CurrentC: \Services\Tepip List SUCCESS Type: REG_SZ, Length: 2, Data:
09:55.. W Ransomwarewannacryexe 1552 [ RegCloseHey HKLM\SOFTWAREPaliciesMicrosoft\Windows NT\DNSCliert SUCCESS
09:55:.. W Ransomwarewannacry exe 1552 [ RegCloseKey HKLM\System*CurentControlSet \Services \Tepip' Parameters SUCCESS
09:55... W Ransomwarewannacry exe 1552 [ RegCloseKey HKLM\System*CurentControlSet\Services' Dnscache' Parameters SUCCESS
09:55... W Ransomwarewannacryexe 1552 <2 Thread Create SUCCESS Thread 1D: 3464
09:55... W Ransomwarewamnacryexe 1552 <2 Thread Create SUCCESS Thread 1D: 5012
09:55.. W Ransomware.wannacryexe 1552 2 Thread Create SUCCESS Thread ID: 4700
09:55:.. W Ransomwarewannacryexe 1552 <2 Thread Create SUCCESS Thread 1D: 3584
09:55... W Ransomwarewamnacyexe 1552 <2 Thread Create SUCCESS Thread 1D: 5200
09:55... W Ransomwarewannacryexe 1552 <2 Thread Create SUCCESS Thread 1D: 2580
09:55.. W Ransomwarewannacry exe 1552 [ RegOpenKey HKLM\SYSTEM! CurrentCortrolSet\Control Session Manager REPARSE Desired Access: Query Value, Enumerat
09:55:.. W Ransomware.wannacry exe 1552 [ RegOpenKey HKLMN\System\CurentControlSet \Contral\Session Manager SUCCESS Desired Access: Query Value. Enumera..
09:55.... W Ransomwarewamnacryexe 1552 [ RegSetinfokiey HKLM\System*CurertControlSet \Control\Session Manager SUCCESS KeySetinfomationClass: KeySetHande.
09:55:... W Ransomware.wannacry exe 1552 [ RegQueryValue HKLM\System*CurentControlSet CortrolSession ManagerResourcePolicies NAME NOT FOUND Length: 24
09:55:.. W Ransomwarewannacyy exe 1552 [ RegCloseKey HKLM\System\CurertControlSet\Contral Session Manager SUCCESS
03:55... W Ransomwarewamnacyexe 1552 <2 Thread Create SUCCESS Thread ID: 4348
09:55... W Ransomwarewannacry exe 1552 <2 Thread Create SUCCESS Thread 1D: 1124
09:55... W Ransomwarewannacry exe 1552 ¢ Thread Create SUCCESS Thread 1D: 3244
09:55.. W Ransomwarewannacyexe 1552 <2 Thread Create SUCCESS Thread 1D: 2712
09:55... W Ransomwarewamnacryexe 1552 <2 Thread Create SUCCESS Thread ID: 4244
0:55:... W Ransomware.wannacry exe 1552 G TCP Disconnect DESKTOP-MB7PSAK 19963 -» £9.24.166. T microscft-ds SUCCESS Length: 0. seqrum: 0. connid: §
09:55:.. W Ransomwarewannacyy exe 1552 & TCP Reconnect DESKTOP-MB7PSAK: 13964 > 10.0.0.1 microsoftds SUCCESS Length: 0, seqnum: 0, connid:
09:55.... W Ransomwarewannacryexe 1552 &3 TCP Disconnect DESKTOP-MB7PSAK: 13964 -> 10.0.0. lmicrosoft-ds SUCCESS Length: 0. seqrum: 0. connid:
09:55... W Ransomwarewannacry exe 1552 o2 Thread Exit SUCCESS Thread 1D: 3464, User Time: 0.0000000.
09:55... W Ransomwarewannacry exe 1552 ¢2 Thread Create SUCCESS Thread 1D: 5924
09:55:.. W Ransomwarewannacyy exe 1552 G TCP Reconnect DESKTOP-MB7PSAK: 13965 > 169.254.0. T microschtds SUCCESS Length: 0, seqnum: 0, connid:
09:55.... W Ransomwarewannacryexe 1552 &3 TCP Disconnect DESKTOP-MB7PSAK: 19965 -> 169.254.0. Tmicroscii-ds SUCCESS Length: 0. seqrum: 0, connid: §
0955:.. W Ransomware.wannoy exe 1552 o Thread Ext SUCCESS Thread 1D: 5012, User Time: 0.0000000.
Showing 17,195 of 3,840,388 events (0.44%) Backed by virtual memory

TCPView would also show the TCP connections to port 445, used by the SMB
protocol:

&7 TCPView - Sysinterals: www.sysinternals.com - o X

File Edit View Process Connection Options Help

@|O|E|% A e | e /] uopwa 6UDPV€‘F [0 searcn

Process Name Process D Protocol State Local Address. Local Pert Remote Address Remote Port Create Time  Module Name Sent Packets fal

648 P Listen 0.0.0.0 49664  0.0.0.0 10-Jul-23 05:31:25  Isass.exe e

Endpoints: 881 Established: Listening: 25 Time Wait: Close Wait: Update: 2 sec States: (All)
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TCP connections also caught in Wireshark:

£ Capturing from Ethernet - [m] x

File Edit View Go Capture Analyze Statistics Telephony Wireless Toels  Help

amJe TRE Res=F & 5 @ Q &
[i |hppl‘,‘ a display filter ... <Ctrl-/> n '] +
Mo, Time Source Destination Protocol  Length Info

67 25.944954 10.9.0.4 16.8.6.3 DNS 85 Standard query @x@881 PTR 1.18.254.169.in-addr.arpa

68 25.958233 10.0.0.4 16.0.6.3 DNS 85 Standard query @x634a PTR 1.19.254.169.in-addr.arpa

69 25.951962 18.8.9.4 16.08.68.3 DNS. 85 Standard query 8xalSd PTR 1.28.254.169.in-addr.arpa

71 26.673974 16.6.9.4 16.9.6.3 DNS. 84 Standard query @xfdcd PTR 66.27.44.89.in-addr.arpa

72 26.7081598 18.8.9.4 16.0.08.3 DNS. 81 Standard query 8x28df PTR 1.8.8.18.in-addr.arpa

73 26.781694 18.8.9.4 18.8.6.3 DNS. 84 Standard query 8xe65c PTR 1.8.254.169.in-addr.arpa

76 26.718528 18.8.9.4 16.08.8.3 DNS. 81 Standard query 8x28df PTR 1.8.8.18.in-addr.arpa

77 26.714287 16.8.8.4 16.8.8.3 DN5 86 Standard query @x4847 PTR 148.42.2088.31.in-addr.arpa
78 26.724655 16.6.8.4 18.8.8.3 DNS. 85 Standard query @x69ba PTR 1.21.254.169.in-addr.arpa
79 26.726261 18.8.8.4 16.8.8.3 DNS 84 Standard query 8x@e37 PTR 1.1.254.169.in-addr.arpa
88 26.748819 18.6.8.4 18.8.8.3 DNS 85 Standard query 8x6237 PTR 1.22.254.169.in-addr.arpa
81 26.741869 16.6.9.4 16.9.6.3 DNS. 84 Standard query @x543c PTR 1.2.254.169.in-addr.arpa
82 26.741131 18.8.8.4 16.8.8.3 DNS 84 Standard query 8x4997 PTR 1.3.254.169.in-addr.arpa
83 26.743241 18.6.8.4 18.8.8.3 DNS 85 Standard query 8xe918 PTR 1.23.254.169.in-addr.arpa
84 26.747364 16.6.9.4 16.9.8.3 DNS 85 Standard query 8xe9d8 PTR 1.24.254.169.in-addr.arpa
85 26.749615 18.8.8.4 16.8.8.3 DNS 85 Standard query 8xb996 PTR 1.25.254.169.in-addr.arpa
86 26.753146 18.8.8.4 18.8.8.3 DNS 84 standard query 8x8837 PTR 1.4.254.169.in-addr.arpa
87 26.756525 16.0.9.4 16.8.6.3 DN5 85 Standard query @xe@f9l PTR 1.26.254.169.in-addr.arpa
A8 26 7AA224 1866 A 18 6.8 3 b 85 Standard auery Bwfd?3 PTR 1 27 254 160 in-addr arna

> Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{5DE24529-6ABE-414(-BABE-1FFOF4B73334}, id @

GeE2 @3 8@ 27 7d a6 a5 @8 8@ 27 55 86 @7 028 86 8@ 01 U
GolE @8 Be B6 B4 @2 @1 @8 @@ 27 55 B6 @7 @a B0 08 B4 ‘U
ve20 @8 0@ 27 7d a6 a5 [ENTINNINCE -~y
(O 7 Ethernet: <live capture in progress> H Packets: 3769 - Displayed: 3769 (100.0%:) || Profie: Default
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Then, we see files disappearing from the desktop, reappearing after a while
with a different extension .wncry; we see the appearance of new files, the
desktop wallpaper changing and also the GUI of the decryptor typical of this

malware infection:
L |

ThisPC  PMAT-lab..

L

e.

install ps1

READMES,

£ Wana DecryptOr 2.0

Payment will be raised on
71152023 09:57:54

Your files will be lost on

Ooops, your files have been encrypted!

'What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody ean recover your files without
lour decryption service,

'Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have.
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever,

We will have free events for users who are so poor that they couldn’t pay in 6 months.

el How Do I Pay?

T/19/2023 09:57:54

Time Left

Contact Us

Payment is accepted in Bitcoin only. For more information, elick <About bitcoin>
[Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
| And send the correct amount to the address specified in this window.

ick <Check Payment>. Best time to check: 9:00am - 11:00am

v

Here are some additional findings, after observing the malware during the
dynamic analysis, using additional tools like Process Hacker 2 and the

standard Windows Explorer:

5= smartscreen.exe 2412
85| svchost.exe 3028
1=| TrustedInstaller.exe 4220
1= TiWorker.exe 4880
1= tasksche.exe 3692

227 MB  DESKTOP-MEVPSAK hus  Windows Defender SmartScre...
149 MB  NT AUTHORITWSYSTEM  Host Process for Windows Ser...
2ZMB NTAUTHORITYVSYSTEM  Windows Modules Installer
2295 ME NTAUTHORITWSYSTEM Windows Modules Installer W...
1.03 MB DESKTOP-MB7PSAK hus DiskPart

CPU Usage: 66.96%  Physical memony: 1.41 GB (35.23%) Processes: 120

ProcessHacker: Here the malware poses as the DiskPart utility
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[#E] tasksche.exe (5684) Properties

Memory Environment
General Statistics
File
DiskPart

EE

Image file name:

GPU

Threads

(UMVERIFIED) Microsoft Corporation
Version: 6.1.7601.17514

Disk and Metwark

Token

| C:\ProgramData'dvegybpwgzws0 72\ tasksche . exe

Process
Command line;

Current directory: | C:'ProgramData‘\dveqybpwgzws072Y

Started:
PEE address:

Parent:

Mitigation policies: | DEF

Protection: Mone

O ot

Cornment
Modules

| C:'ProgramData‘\dveqybpwazws07 2\tasksche . exe | b

| 57 seconds ago (07:50:49 12-Jul-23)

| 0% 316000 (32-bit: 0x317000)

| Image type: 32-bit

| Mon-existent process (3640)

Details

Permissions Terminate

Close

ProcessHacker: We can see the hidden folder where the malware unpacked
the additional executables and files

I —
.2 Ms5ecFlt
[ mssecsved0
“? mssmbios

Microsoft Security Events Componen..,
Microsoft Security Center (2.0) Service
Microsoft System Management BIOS ..

ST, e

Driver Running
Own process Running

Driver Running

Boot start
Auto start
Systemn start

3360

“SystemRoot\system32\dr.. \mssecflt.sys
..\Ransomware.wannacry.exe -m security
“SystemRoot\System32\..\mssmbios.sys

Process Hacker: service started by the malware, showing the command used
to run it (part of it was found during the strings analysis)
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l E . rogramData\dveqybpwqzws072

File Home Share

« v 4 B> mispC g dveqybpwazws072

MName i Jate n Type
File folder
File folder
Text Document
Application
Shortcut
EKY File
File

nts and Settings

B iDEFENSE

B POFStreamDumper W fonry
. r.wnry

B Per ¥

. Program Files

.Pngral'r1F|Ie_ skdl. 702 Application

ProgramData 5 ] 0 Application

@ Application Data S 1y Application
B vwnry : WHNRY File

dveqybpwazws072

18items |

The hidden folder on disk
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Advanced Static Analysis

The advanced static analysis was conducted using Cutter, which at a first
glance further confirmed the finding from the basic dynamic analysis. The
initial step of the program involves checking the availability of the malicious
URL identified in the strings and Wireshark logs.

Depending on the outcome of this check, the program would either remain
inactive or initiate the malicious routine responsible for infecting the target.

Overview of the main function
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mov
mow
mow

m
s

[Ty

M &

1 [InternetOpenUrla]

ax

1, dword [InternetCloseHandlel ; @x4

Details of the main function, showing the three APIs used to connect to the
malicious URL, the arguments passed to the APIs, including the URL itself.
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Overview of the malicious routines.
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artTable

HMODULE hModule

Detail of the malicious function.
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Advanced Dynamic Analysis

During the advanced dynamic analysis, there was additional confirmation
and deeper understanding of the killswitch domain.

Using x32dbg, a breakpoint was set at address 00408140 (obtained from
Cutter), which corresponds to the main section of the program where the
killswitch URL was checked before proceeding further..

From that point, it was possible to meticulously follow the execution and
validate the program's behavior, which can be summarized as follows:

e The malicious URL is inaccessible (either due to the non-existence of
the domain in the wild or the absence of an active inetsim service in the
forensic environment).

ZF (Zero Flag) is already set to 1.

The program establishes a connection to the URL.

No response is received from the URL, resulting in EAX being set to O.
EAX is then copied to EDI, making EDI also O.

The program performs a test on EDI against EDI, resulting in O (since O
and 0 =0).

ZF remains set to 1since the result of the test function is O.

JINE (Jump if Not Equal) will not jump to the end of the program
because ZF is not 0. This means that it will instead go through the
malicious routine as explained in the Advanced Static Analysis section.

Note: For this summary, | have chosen to omit the details of the API calls
shown in the screenshot and focus solely on the specific set of instructions
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relevant to this particular killswitch behavior.

The following screenshot highlights the points of interest, at the moment
where the jump is about to (not) be taken:

IN this case, the program will proceed with the remaining instructions and
eventually reach the call at address 004081AD, which points to the malicious
function located at 00408090 (as indicated in the previous screenshot and
also in the Cutter screenshot provided earlier in this report).

It is important to note that modifying the JNE instruction to JE would allow
the malware to execute its malicious payload even if the URL is unreachable
(for example, by patching the binary using Cutter). Similarly, during
debugging with x32dbg, changing the ZF to O could lead to a similar
outcome, enabling the execution of the malicious payload.
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Indicators of Compromise

Network Indicators

Connection to the URL:

hxxp[://]www/.]Jiugerfsodp9ifjaposdfjhgosurijfaewrwergweal.Jcom

M Capturing from Ethernet — O X
File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools
m @ RE R e=2=F =aQq_qno
-]+
Source Destination Protocol  Length Info ~
1 0.066800 PcsCompu_55:86:87 PcsCompu_7d:a6:as ARP 42 Who has 10.8.8.3? Tell 16.8.8.4
2 8.8081336 PcsCompu_7d:a6:a5 PcsCompu_55:086:87 ARP 6@ 10.8.0.3 is at 88:00:27:7d:a6:a5
3 8.135212 PesCompu_7d:a6:a5 PcsCompu_55:06:87 6@ Who has 10.8.6.4? Tell 10.6.0.3
4 B8.135226 PcsCompu_55:86:87 PcsCompu_7d:aB:as 18.8.8.4 is at @8:80:27:55:86:87
5 17.541821 16.9.0.4 18. -E Standard query @x261f A www.iugerfsodp9ifjaposdfjhgosurijfaewrwergm.
3 .54 18. 10 4 Destinat (Port un hable)
7 17.542164 3 Standard query @x261f A www.iugerfsodp9ifjaposdfjhgosurijfaewrwergw..
8 17.542414 4 37 Destination unreachable ( unr hable)
9 17.542488 .9.3 Standard query @x261f A www.iugerfsodp9ifjaposdfjhgosurijfaewrwergm.
B E ination u (Port un hable)

.5
. 543879
1 18.
.611432 18.
7.611
.612438 18.8.0.4 18.

standard quer
37 D

ination un

www . iugerfsodpeifjaposdfijhgosurijfaewrwergw..
rt unreachable)

189 Standard query @x261f A www.iugerfsodp9ifjaposdfjhgosurijfaewrwergw..

Destination unre

able ort unr hable)

189 Standard query @xa625 A www.iuqerfsndpsifﬁaposdfjhgosurijfaewrwergwm

137 D

stination unrea

able

rt unreachable)

169 Standard query @xa625 A www.iugerfsodp9ifjaposdfjhgosurijfaewrwergw..

.627868 16.9.8.4 18. - 189 Standard query @xa625 A www.iugerfsodp9ifjaposdfihgosurijfaewrwergw..
18 4 37 Destination unreachable ( unreachable)
628717 16.8.08.4 18.8.8.3 189 Standard query @xa625 A www.iugerfsodp9ifjaposdfihgosurijfaewrwergw..
.516112 PcsCompu_55:86:07 PcsCompu_7d:aB:as 42 Who has 18.8.8.3? Tell 10.8.8.4
51 Brsfomnu 7d-af-a% DesCnmnu S5-B6: & ARD A 1A 6 A 3 i< at AR-AA- d-af-as hd
Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{5DE24529-6ABE-414(-8ABE-1FF9F4B73334}, id @ o

B3 @@ 27 7d a6 a5 @3 @@ 27 55 @6 87 83 @5 88 el
B3 B2 86 B4 @G 81 @3 @@ 27 55 @6 97 fa 66 60 a4

8028 @2 8B 27 7d ab as

7 o

‘U
'}

@ 7 Ethernet: <live capture in progress>

Packets: 805 - Displayed: 805 (100.0%:) Profile: Default
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Connections to several IP addresses on port 445:

£ Capturing from Ethernet - [m] *
File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help
AN Jd® HRE Res=F 8 @ Qe
G |F\ppl‘,‘ a display filter ... <Ctrl-/> n '] +
Ma. Time Source Destination Protocol  Length Info ~
67 25.944954 10.9.90.4 16.8.6.3 DNS 85 Standard query @x@@81 PTR 1.18.254.169.in-addr.arpa
68 25.958233 10.0.0.4 16.0.8.3 DNS 85 Standard query 8x634z PTR 1.19.254.169.in-addr.arpa
69 25.951962 18.8.9.4 18.8.6.3 DNS. 85 Standard query 8xal9d PTR 1.28.254.169.in-addr.arpa
71 26.673974 18.9.8.4 16.0.98.3 DNS 84 Standard query @xfdcd PTR 66.27.44.89.in-addr.arpa
72 26.781598 18.8.9.4 16.08.8.3 DNS. 81 Standard query 8x28df PTR 1.8.8.18.in-addr.arpa
73 26.781694 16.6.9.4 16.9.8.3 84 Standard query @xe65c PTR 1.8.254.169.in-addr.arpa

76 26.718528 18.8.9.4 18.8.6.3 DNS. 81 Standard query @x28df PTR 1.8.8.18.in-addr.arpa

77 26.714287 10.9.90.4 16.8.6.3 DNS 86 Standard query @x4847 PTR 148.42.288.31.in-addr.arpa

78 26.724655 10.9.0.4 16.0.08.3 DNS 85 Standard query @x69ba PTR 1.21.254.169.in-addr.arpa

79 26.726261 18.6.8.4 18.8.8.3 DNS 84 Standard query 8x@e37 PTR 1.1.254.169.1in-addr.arpa

86 26.7408819 10.9.0.4 16.8.6.3 DNS 85 Standard query @x6237 PTR 1.22.254.169.in-addr.arpa

81 26.741869 16.6.8.4 18.8.8.3 DNS. 84 Standard query 8x543c PTR 1.2.254.169.in-addr.arpa

82 26.741131 18.8.8.4 18.8.8.3 DNS 84 Standard query 8x4997 PTR 1.3.254.169.in-addr.arpa

83 26.743241 10.9.90.4 10.0.0.3 DNS 85 Standard query @xe918 PTR 1.23.254.169.in-addr.arpa

84 26.747364 16.6.9.4 16.9.6.3 DNS. 85 Standard query 8xe9d8 PTR 1.24.254.169.in-addr.arpa

85 26.749615 10.0.0.4 16.0.8.3 DNS 85 Standard query @xb996 PTR 1.25.254.169.in-addr.arpa

B6 26.753146 18.6.8.4 18.8.8.3 DNS 84 Standard query 8x8@837 PTR 1.4.254.169.in-addr.arpa

87 26.756525 10.9.0.4 16.8.6.3 DNS 85 Standard query @x@f91 PTR 1.26.254.169.in-addr.arpa

28 76 762924 10664 1864832 Dl 25 Standard auery Bwfd23 DTR 1 97 254 160 in-adde acna h
> Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{5DE24529-6ABE-414C-BABE-1FFOF4B73334}, id @ o
BEC2 83 8@ 27 7d a6 a5 B8 8@ 27 55 86 87 08 86 88 81 U
2010 @8 80 @6 04 0@ O1 08 0@ 27 55 B6 67 0a 00 00 04 'y
2020 08 @0 27 7d a6 as - |
O ¥ Ethernet: <live capture in progress> H Packets: 3769 * Displayed: 3769 (100.0%) || Profile: Default
¥ TCPView - Sysinternals: www.sysintemals.com - m] bd
File FEdit View Process Connection Options Help
G O EH% 4TCPV4 6TEPvﬁ 4UDPV4 6UDPvﬁ| F [0 search

Process Name Process ID Protocol State Local Address

sass.exe 648 TP Listen 0.0.00 49664 0.0.0.0

<

Endpoints: 881 Established: Listening: 25 Time Wait: Close Wait: Update: 2 sec

Local Port  Remote Address

Remote Port Create Time  Module Name

10-Jul-23 05:31:25  lsass.exe

States: (All]

Sent Packets
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Host-based Indicators

Desktop wallpaper changed, local files encrypted with extension .wncry,
presence of new files on the desktop (and, in time, inside other folders as
well):

PMAT-lab...

cosmojpeg.
WNCRY

install.ps1

=am-

File Home Share View Drive Tools

€« 3 ¥ A = ThisPC » Local Disk (C:)
M Desktop e Datem
SRecycle.Bin
@ Documents and Settings
B iDEFENSE
l PDFStreamDumper

P Librari
o Network
trol Panel

ycle Bin

5 _Transcripts B Windows
. )Please_Read_Me@.txt -} 3 0 Text Document
¥ @WanaDecry - Application
. DumpStack.
B pagefilesys ) file 1,441,
B swapfilesys 0-Jul-23 System file 262,144 KB

22 items |
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Program loading on the foreground every few seconds:

54 Wana DecryptOr 2.0

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on .
Y sy Can I Recover My Files?

111512023 11:31:48 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypts.

Ll P But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
'We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoinz.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins=.

And send the correct amount to the address specified in this window.

After vour payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

ARAT O RN 3 ___ 4 TL23___

1119/2023 11:31:48

Time Left

. . Send $300 worth of bitcoin to this address:
bitcoin

it [13AMA&VW2dhxYgXeQepoHkHSQuy6NgaEb4
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Creation of a new folder named “dveqybpwagzws072" inside C:\ProgramData\
containing malicious files. The folder and its content is set to Hidden:

l E . ogramData\dveqybpwgzws072

File Home Share Wiew

<« v o |l > ThisPC » Local Dis

N Desktop

gl Documents and Settings

B iDEFENSE

. PDFStreamDumper
B Perd

. Program Files

. Program Files

ProgramData

B Applicatio

Documents
dveqybpwazws072

18items |

ProgramData dveqybpwazws072

Name

Application
Applicati

Application
WNRY File
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New processes:.

tasksche.exe / taskdl.exe / taskse.exe

File
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Edit

Time ...

11:40....
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40....
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40....
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40:...
11:40....
11:40:...
11:40:...
11:40:...

Showing 2,438 of 3,122 402 events (0.073%)

Event

Process Mame

‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe
‘B taskse exe

Tools  Options

ZELNRIN YHAO & F P

PID  Operation

7084 2 Process Start
7084 <2 Thread Create
7084 2 Load Image
7084 % Load Image
7084 2 Load Image
7084 ‘v CreateFile

7084 ‘v QueryStandard| ..

7084 ' ReadFile

7084 ' CloseFile

7084 [ RegOpenkey
J084 m’ RegOpenkey
J084 ﬁ RegQueryValue
7084 [H RegCloseKey
T084 m’ RegOpenkey
J084 ﬁ RegOpenkey
7084 [ RegOpenKey
7084 [H RegOpenkey
J084 m’ RegQueryValue
7084 [ RegCloseKey
7084 ' CreateFile
7084 % Load Image
7084 % Load Image
7084 ' CreateFile
7084 ‘v CreateFile

7084 ‘v QueryMamelnfo .

7084 'm CloseFile

7084 [ RegOpenkey
T0a4 m’ RegQueryValue
7084 [ RegQueryValue
7084 [H RegCloseKey
7084 2 Load Image
J084 ﬁ RegOpenkey
J084 ﬁ RegOpenkey
7084 [ RegSetinfoKey
T0a4 m’ RegQueryValue

B Process Monitor - Sysinternals: www.sysinternals.com

Help

Path

C:\ProgramData‘\dveqybpwqzws072'a. .
CAWindows'\System 32 ntdll dll
CAaWindows \SysWOWed ntdll dil

CAWindows\Prefetch\TASKSE.EXE-42. ..
CoWindows \Prefetch\TASKSE. EXE-42 ..
CWindows\Prefetch\TASKSE.EXE-42...
C:AWindows \Prefetch\TASKSE.EXE-42...

HELM\System*Cumert Control Set\Contr. .
HELMSystem \CurentCaontrol Set\Contr .
HKLMSystem CumrentControl Set\Contr..
HELM \System*Cumert Control Set\Contr. .

HELM\SYSTEM \CurentControl Set'Con .

HKLMSystem \CurentControl Set\Contr...

HKLMSY STEM CumrentControl Set'Con..

HELM\System*Cumert Control Set\Contr. .
HELMSystem \CurentCaontrol Set\Contr .
HKLMSy=stem CumrentControl Set\Contr...
CAWindows
CAWindows'\System 32 wowb4 dll
CaWindows '\ System 32 wow 6dwin dll
CWindows \System 32 wowBdlog dll
CoWindows

CAWindows

CAWindows
HELM\Software \Microsoft \WowE4'« 86

HKLMYSOFTWARE \Microsoft \WowG4'. .
HKLMASOFTWARE \Microsoft \WowE4d'...
HKLMM\SOFTWARE \Microsoft \Wow64..

CWindows \System 32 wowBdcpu dil

HKLMSystem \CurentControl Set\Contr...
HKLMSystem CumrentControl Set\Contr...
HELM\System*Cumert Control Set\Contr. .
HELMSystem CurrentControl Set\Contr .

Backed by virtual memory

e

Result Detail
SUCCESS Parent PID: 5238, ...
SUCCESS Thread 1D: 7088
SUCCESS Image Base: Gxd00...
SUCCESS Image Base: (A
SUCCESS Image Base: (x776...
SUCCESS Desired Access: G...
SUCCESS AllocationSize: 4.0...
SUCCESS Cffset: 0, Length: 2...
SUCCESS
REPARSE Desired Access: 0.
SUCCESS Desired Access: Q...
. MAME NOT FOUND Length: 80
SUCCESS
\REFARSE Desired Access: 0.
MAME NOT FOUMD Desired Access: Q...
\REPARSE Desired Access: Q...
SUCCESS Desired Access: 0.

NAME NOT FOUND Length: 24
SUCCESS

SUCCESS Desired Access: E...
SUCCESS Image Base: (A
SUCCESS Image Base: (A ...

MAME MNOT FOUND Desired Access: R...

SUCCESS Desired Access: R..
SUCCESS Name: "Windows
SUCCESS

SUCCESS Desired Access: R...

NAME NOT FOUND Length: 520

SUCCESS Type: REG_SZ, Le...
SUCCESS

SUCCESS Image Base: bx776...
REPARSE Desired Access: Q...
SUCCESS Degired Access: Q...
SUCCESS KeySetInformation...

NAME NOT FOUND Length: 80



File

EEHIIRN YAO & & LR

Time ...

11:40....
11:40....
11:40....
11:40:..
11:40:...
11:40....
11:40....
11:40:...
11:40:..
11:40:...
11:40....
1140
11:40:...
11:40....
11:40:...
11:40....
1140
11:40:...
11:40....
11:40....
11:40....
11:40:..
11:40:...
11:40....
11:40....
11:40:...
11:40:...
11:40:...
11:40....
1140
11:40:...
11:40....
11:40....
11:40....
11:40:..

Showing 880 of 3,518,350 events (0.025%)

Edit

Event

Process MName

‘B taskdl exe
‘B taskdl exe
‘B taskdl axe
‘B- taskdl exe
‘B taskdl exe
‘B taskdl axe
‘B taskdl exe
‘B taskdl exe
‘B- taskdl exe
‘B taskdl exe
‘B taskdl axe
‘B- taskdl exe
‘B taskdl exe
‘B taskdl exe
‘B taskdl exe
‘B taskdl axe
‘B- taskdl exe
‘B taskdl exe
‘B taskdl exe
‘B taskdl exe
‘B taskdl axe
‘B- taskdl exe
‘B taskdl exe
‘B taskdl axe
‘B taskd exe
‘B taskdl exe
B- taskdl exe
‘B taskdl exe
‘B taskdl axe
‘B- taskdl exe
‘B taskdl exe
‘B taskdl exe
‘B taskdl exe
‘B taskdl axe
‘B- taskdl exe

Tools  Optiens

PID  Operation

6672 2 Process Start
8672 P Thread Create
6672 < Load Image
6672 <P Load Image
6672 2 Load Image
6672 'ra CreateFile

6672 'pu QueryStandard|...

6672 ‘v ReadFile

6672 ' CloseFile

6672 [ RegOpenkey
BE72 EE RegOpenkey
GETZ Bf RegQueryValue
GR72 l]f RegClosekey
6R72 EE RegOpenkey
6672 [l RegOpenkey
BR72 l]f RegOpenkey
GETZ Bf RegOpenkey
GET72 Eﬂi’ RegQueryValue
6R72 EE RegClosskey
6672 'ru CreateFile
6672 < Load Image
6672 <P Load Image
6672 'ru CreateFile
6672 'ra CreateFile

6672 'p QueryMamelnfo...

6672 ra ClozeFile

6672 EE RegOpenkey
6672 [ RegQueryValue
BR72 l]f RegQueryValue
GETZ Bf RegClosekey
6672 < Load Image
6R72 EE RegOpenkey
6672 [ RegOpenkey
6672 [ RegSetinfokey
GET2 Bﬁ’ RegQueryValue

Help

Path

C:\ProgramData*dveqybpwazws072a...

CaWindows \System 32 ntdll dil
CaWindows \SysWOWE4 \ntdll.dll

CaWindows \Prefetch\ TASKDL.EXE-D...
CaWindows \Prefetch\ TASKDL.EXE-D...
CaWindows \Prefetch\TASKDL.EXE-D...
CaWindows \Prefetch\TASKDL EXE-D. .
HKLM" System \CumertControl Set®Contr...
HKLMSystem*\CumentControl Set\Contr...
HELM"System \CumentControl Set\Contr .
HKLM*System*\CumentControl Set*Contr...
HKLMYSY STEM\CumentControl Set*Can. .
HKLM" System \CumertControl Set®Contr...
HKLMYSYSTEM\CumentControl Set'Can. .
HELM" System\CurmentControl Set Contr....
HKLM"System \CumertControl Set*Contr...
HKLMSystem\CumentControl Set\Contr...

CaWindows

CWindows System3 & wowed dll
CaWindows \System 32 wawGdwin dll
CaWindows \System 32 wowE4log dll
CaWindows

CaWindows

CaWindows
HKLM\Saftware \Microsoft ' \Wowbd \« 86

HEKLMA\SOFTWARE \Microsoft \Waowg4'.
HKLMASOFTWARE \Microsoft \Wowg4'..
HKLMYSOFTWARE \Microsoft\Wowb4'..

C A Windows System3&wowEdcpu dil

HKLMSystem\CumentControl Set\Contr...
HELM"System\CurrertControl Set Contr...
HKLMSystem*\CumentControl Set\Contr...
HELM"System \CumrentContral Set\Contr .

Backed by virtual memory

K=y

Result Dietail

SUCCESS Parent PID: 5288, ...
SUCCESS Thread |D: 6676
SUCCESS Image Base: 0x400...
SUCCESS Image Base: (e A
SUCCESS Image Basze: (x776...
SUCCESS Desired Access: G...
SUCCESS AllocationSize: 4,0...
SUCCESS Offset: 0, Length: 2...
SUCCESS

REFARSE Desired Access: Q...
SUCCESS Desired Access: Q...

- NAME MOT FOUMND Length: 80

SUCCESS

REPARSE Desired Access: Q...
MAME MOT FOUMD Desired Access: Q...
REFARSE Desired Access: Q...
SUCCESS Desired Access: Q.

MAME MOT FOUMND Length: 24
SUCCESS

SUCCESS Desired Access: E...
SUCCESS Image Base: 0 Aff ...
SUCCESS Image Base: (e A

MAME MOT FOUMD Desired Access: R..

SUCCESS Desired Access: R...
SUCCESS Mame: "Windows
SUCCESS

SUCCESS Desired Access: R
MNAME MOT FOUMD Length: 520
SUCCESS Type: REG_SZ, Le...
SUCCESS

SUCCESS Image Base: (776...
REPARSE Desired Access: Q...
SUCCESS Desired Access: Q...
SUCCESS KeySetInformation...

. NAME MOT FOUND Length: 80
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File Edit Event

Time ... Process Name
11:40:... ‘B-tasksche exe
11:40:... tasksche exe
11:40;... ‘B-tasksche exe
11:40:... ‘B-tasksche exe
11:40:... ‘W-tasksche exe
11:40.... ‘B-tasksche exe
11:40:... ‘B-tasksche exe
11:40:... W-tasksche exe
11:40.... ‘B-tasksche exe
11:40:... ‘B-tasksche exe
11:40:... ‘B-tasksche exe
11:40.... ‘W-tasksche exe
11:40:... ‘B-tasksche exe
11:40: .

11:40:
11:40:... ‘W-tasksche exe
11:40:... ‘B-tasksche exe

tasksche exe
... Wrtasksche exe
... ‘B-tasksche exe
tasksche exe
... Wrtasksche exe
... Wrtasksche exe

... ‘B-tasksche exe
... Wrtasksche exe

tasksche exe

... ‘E-tasksche exe
11:40:... ‘W-tasksche exe
11:40:... tasksche exe
11:40;... ‘B-tasksche exe
11:40.... ‘B-tasksche exe

11:40.... 'W-tasksche exe
11:40.... ‘B-tasksche exe
11:40:... ‘B-tasksche exe

New service;
mssecsvc2.0

e s
“g? MsSecFlt
Ij mssecsve.0

g mssmbios

Filter

Tools

FID

5238
5288
5238
5238
5288
5238
5238
5288
5238
5238
5288
5238
5238
5288
5238
5288
5238
5238
5288
5238
5238
5288
5238
5238
5288
5238
5238
5288
5238
5288
5238
5238
5288
5238
5238

Showing 755 of 3,800,541 events (0.019%)

Microsoft Security Events Componen..,
Microsoft Security Center (2.0) Service
Microsoft System Management BIOS ..,

Options

ZEIIRNYAO| & F L

Operation

' CreateFile
s WriteFile
'r CloseFile
' CreateFile
' GuenyFullSizeln....
'r CloseFile
I WhiteFile
' WriteFile
' WhiteFile
I WhiteFile
r WhiteFile
' WhiteFile
I WriteFile
r WhiteFile
' WhiteFile
s WriteFile
I WhiteFile
I WhiteFile
s WriteFile
' WhiteFile
I WhiteFile
' WriteFile
' WhiteFile
I WhiteFile
I WriteFile
' WhiteFile
'r CreateFile
' CreateFile
' CreateFile
' GuenyFullSizeln....
'r CloseFile
I WhiteFile
s WriteFile
' WhiteFile
I WhiteFile

B Process Menitor - Sysinternals: wwwr.sysinternals.com

Help

Path

CAProgramDatatdveqybpwazws072000... SUCCESS
C:\ProgramData*dveqybpwazws072000... SUCCESS

2 o [H

Result Detail

Desired Access: G...
Offset: 0, Length: 1...

CAProgramData“dveqybpwarws 072000 SUCCESS

CA

CA

Ch

CWindows* Tempthibsys WMNCRYT
CWindows' Tempthibsys WMNCRYT
CaWindows  Tempthibsys WHNCRYT
CWindows* Tempthibsys WMNCRYT
CaWindows  Tempthibsys WHNCRYT
CaWindows  Tempthibsys WHNCRYT
CWindows Tempthibsys WMNCRYT
CaWindows  Tempthibsys WHNCRYT
CaWindows  Tempthibsys WHNCRYT
CWindows' Tempthibsys WMNCRYT
C A Windows  Tempthibsys WHNCRYT
CaWindows  Tempthibsys WHNCRYT
CWindows' Tempthibsys WMNCRYT
CaWindows  Tempthibsys WHNCRYT
CWindows* Tempthibsys WMNCRYT
CWindows' Tempthibsys WMNCRYT
CaWindows  Tempthibsys WHNCRYT
CWindows* Tempthibsys WMNCRYT
C\Windows* Tempthibsys WMNCRYT
CaWindows  Tempthibsys WHNCRYT

SUCCESS Desired Access: 5.
SUCCESS TotalAllocationLnit...
SUCCESS

SUCCESS Cffset: 10,276,044, ...
SUCCESS Cffset: 10,286.530....
SUCCESS Cffset: 10,257 .016,...
SUCCESS Cffset: 10,307 .502,...
SUCCESS Cffset: 10,317 587,
SUCCESS Cffset: 10,328473,...
SUCCESS Cffset: 10,338,959,...
SUCCESS Cffset: 10,345 445,
SUCCESS Cffset: 10,359,530,...
SUCCESS Cffset: 10,370.416....
SUCCESS Cffset: 10,380,502,
SUCCESS Cffset: 10,351,388,
SUCCESS Cffset: 10.401.873....
SUCCESS Cffset: 10,412,355,
SUCCESS Cffset: 10,422 845,
SUCCESS Cffset: 10,433,331,
SUCCESS Cffset: 10,443 ,816,...
SUCCESS Cffset: 10,454,302, ...
SUCCESS Cffset: 10,464 788,
SUCCESS Cffset: 10,475,274, ...

C:\ProgramData dveqybpwazws072000... MAME NOT FOUMND Desired Access: R...
CAProgramDatatdveqybpwazws 072500 . NAME NOT FOUMND Desired Access: R

C
CA
Ch
CaWindows  Tempthibsys WHNCRYT
CWindows' Tempthibsys WMNCRYT
CaWindows  Tempthibsys WHNCRYT
CWindows* Tempthibsys WMNCRYT

Backed by virtual memaory

sruppeu

Driver Running Boot start
Qwn process Running Auto start
Driver

Running System start

SUCCESS Desired Access: 5.
SUCCESS TotalAllocationLnit...
SUCCESS

SUCCESS Cffset: 10,485,760,...
SUCCESS Cffset: 10,456,245, ...
SUCCESS Cffset: 10,506,731,...
SUCCESS Cffset: 10,517.217....

SystemRoot\system32\dr.. \mssecflt.sys
3360 ..\Ransomware.wannacry.exe -m security

SystemRoot! System32\.. \mssmbios.sys
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Rules & Signatures
A full set of YARA rules is included in Appendix A.

URL.:

hxxp[://]www/.]Jiugerfsodp9ifjaposdfjhgosurijfaewrwergweal.Jcom

Strings:

WanaCryptOr

wnry

C\%s\geriuwjhrf

taskdl.exe

taskse.exe

tasksche.exe
N5p7UMMNgojlpMvkpHijcRAfINXjoLrLn
12t9YDPgwueZ9NyMgw519p7AA8isjreSMw
13AM4VW2dhxYgXeQepoHkHSQuyoNgaEb94
WANACRY!

\172.16.99.5\IPC$

\\192.168.56.20\IPC$
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Appendices
A. Yara Rules

rule WannaCry {

meta:

last updated = "2023-07-12"

author = "Harpocrat3s"

description = "Detects WannaCry"

sha256 =
"24d004a104d4d54034dbcffc2a4b19a11139008a575aa614ea04703480b1022c"

strings:
$stringl "www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com"
ascii
$string2 "WanaCryptor" ascii
$string3 "13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94" ascii
$stringd = "115p7UMMngojlpMvkpHijcRdfINXj6LrLn" ascii
$string5s "12t9YDPgwueZ9NyMgw519p7AA81isjr6SMw" ascii
$stringb "C:\\%s\\geriuwjhrf" ascii
$string7 = "taskdl.exe" ascii
$string8 "taskse.exe" ascii
$string9 "tasksche.exe" ascii

condition:
any of ($string*)
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B. Bitcoin Wallet analysis

As every operation on the bitcoin blockchain is recorded, it was possible to
check the history of the wallet used on this sample, but also to confirm that
the other two strings found in the sample were indeed bitcoin wallets that
also received funds in a similar fashion of the main wallet.

This further confirms the suspicion that other malware samples of WannaCry
could use the other two wallets for a similar operation.

Here are the screenshots of the summary for the 3 bitcoin wallets found in
the strings.

Further analysis could be done investigating where the funds were sent from
these wallets, and investigate and correlate the other wallets with other
strains of malwares (WannaCry or others), potentially finding out additional
operations of the threat actor that originally developed this malware.

We can see that the total sum of money sent on the 3 wallets is 1,677,868 USD.
It's not sure at this point if all the funds were due to WannaCry or if the wallets
were used in other malware campaigns. Further investigation is required, but

it's outside the scope of this analysis.

13AM4-aEb94 UsD

Bitcoin Address
13AMAVW2dhxYgXeQepoHkHSQuysNgaEb?4

Bitcoin Balance

0.32843048 - $10,07310

Wallet

Summary

20.07353352BTC 19.74510304 BTC 39.81863656 BTC

143
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115p7-6LrLn

Bitcoin Address
115p7UMMNgoj1pMvkpHijcRAfJNXjsLrLn

Bitcoin Balance

0.46702392 - $14,323.82

Wallet

Summary

1487769994 BTC 14.41067602 BTC

124

12t9Y-r6SMw

Bitcoin Address
12t9YDPgwueZ9NyMagw319p7AABISréSMw

Bitcoin Balance

1.92169961 « $59126.05

Wallet

Summary

19.69282998 BTC 17.77113037 BTC

248

usD

29.28837596 BTC

usbD

37.46376035 BTC

Ransomware.wannacry.exe - Jul 2023 - v1.1 - https://www.harpocrat3s.com



C. List of file extensions

In the strings there's what looks like a list of file extensions that are encrypted
by the malware:

der .accdb .asf
JPpfx .mdb .avi
key dbf .mov
crt .odb .mp4
.CSr frm 3gp
P12 .myd .mkv
pem .myi 392
.odt ibd flv
ott .mdf wma
SXW Adf .mid
Sstw sln .m3u
.uot .SUO .Mm4u
3ds Cpp djvu
.max Jpas Svg
3dm .asm .psd
.ods .cmd .nef
.ots Jbat tiff
.SXC sl tif
stc Vbs .cgm
dif dip raw
slk .dch gif
wb2 .sch png
.odp ord bomp
.otp Jsp Jpg
.sxd php Jpeg
.std .asp vcd
.uop Java 1s0o
.0dg Jar Jbackup
.otg class ZIip
.SXmM .mp3 rar
.mml wav tgz
lay swf tar
Jlayo fla Jbak
.asc wmv tbk
sqlite3 .mpg bz2
sqlitedb vob .PAQ
sql .mpeg ARC
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.aes Xlsb
.gpg Xlsm
vVmx Xlsx
vmdk Xls
vdi .dotx
Ssldm dotm
sldx dot
Sti docm
SXi .docb
602 .docx
.hwp .doc
snt

.onetoc?2

dwg

Jpdf

Wkl

wks

123

rtf

.CSV

Ixt

vsdx

vsd

edb

eml

.msg

.ost

Jpst

Jpotm

Jpotx

JPppam

Ppsx

ppsm

Pps

Jpot

pptm

pptx

ppt

Xltm

XItx

Xxlc

XIm

Xt

Xlw
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